Blockchain: Opportunities for Public
Administration
and e-Governance

Towards a Brave new
Future |

George Panou, BSc MBA & A

Group Digital Innovation Director @Mellon Technologies INFOCOM

. Member-of the Board:@Helenic Blockchain Hub MOBILE
h T | ‘ C WNECTED

Wkl e




Table of Contents

Mellon Group of Companies
Established in 1994, Mellon is a leading multinational group with offices in Central and SE Europe, Cyprus, Turkey and

Algeria. For over two decades, we have been leading the way in technology and outsourcing.

Hellenic Blockchain Hub

Hellenic Blockchain Hub, is a non-profit organization aimed at the dissemination of knowledge about the blockchain

technology in our country.

Blockchain: Opportunities for Public Administration and e-Governance
A digital decentralized - distributed ledger, public or private, on which transactions or data are interconnected in data

blocks making them virtually immutable and undisputable from all distributed nodes that have shared the data

Case Studies — Real Life Cases and POCs

Real life blockchain implementations across industries in Enterprise level
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E Established in 1994
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Countries
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Hellenic
Hlockchain

Hub

Make Greece a Blockchain Nation

Create new job offerings leveraging on Digita
Asset, helping Organizations, Governments anc
Institutions increase their profitability and
efficiency in a decentralized and competitive

environment. In Private and Public sector with
trust and transparency.
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+»* Robotics,

+* Artificial Intelligence,
** Nanotechnology,

** Quantum computing,
+* Biotechnology

Mechanization Mass production : -
’ P : ’ Computer and Cyber Physical : The Intern.et of Things (loT)
water power, steam assembly line, : ** Decentralized Consensus
.. automation Systems % 3D printing
power electricity o | : ,
, Internet » autonomous vehicles

From internet ... to internet of value ...

Current Future

O

Phones & Blockchain
Fax Machines




Financial crisis | TFUST | need for transparency & accountability



The Emergence of the Blockchain

Centralised Payment System

Bank Bank
A |

Central Bank

=
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Bank

Bank

http://www.imf.org/external/pubs/ft/fandd/2016/06/adriano.htm

Centralized bank tracks
payments between clients

Blockchain: The next Big Thing

Blockchain Distributed Ledger System

‘

Network nodes store transaction
record settled by many individuals




CENTRALIZED DECENTRALIZED

P2P economy and market disruption
We live in a “platform economy”
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The future is now... _meuterz
Making Carpooling Fun Again



Hellenic
Blockchain ... @ non-profit organization aimed at the dissemination of
. . « Aub knowledge about the blockchain technology in our country

Objectives
The main objective of the Hellenic blockchain Hub as an organization and network is to contribute
to the promotion of blockchain.

Promote Blockchain DLT technologies

Develop a business and social ecosystem of innovation around

Opyaviapioi

blockchain
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Create of a permanent mechanism for consultation with the \ o /
Greek state and Europe .
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Networking and synergies with collective bodies and policy
UELGEE

Creation of Blockchain Academy for educational purposes
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Actions Hellenic Blockchain Hub 2018 4 e
e Community building
: CITY CHALLENGE ?{ﬁ}v‘
* Workshops - Meetings - Conferences - C Level labs B Fackathon #smartrity 2 LNP
““».w..f'_'%,f“ ___-RH““'-,_.-“"I-_--R _x_f_.,-f"“ ﬁ'"'a_,-e"’f ﬁ__f__.f" | A S g "’"--_--H""-H__,e- T _ I
* Collaboration with Bodies and Organizations to develop pilot - BEBALGVETAL 6TLN / O é
applications in sectors and sectors of the economy (POCs - John Doe g
Proof of Concept) GUPHETEIXE WS —
OpyavwTtikn Emitponn g
o . . . . otov 20 MapaBwvio Kaivotopiag trng KEAE
Supportlr)g the Configuration of National Strategy on s s A i e Eﬂ)
Blockchain oto Kévtpo MoAttiopou '16pupa Ztavpoc Nidpxocg. 0
e Operating Support for Technological and Supporting Structures
e S

* Supporting innovation actions e.g. hackathons Mentoring /
Coaching for the development of innovative business models

Memorandum of Cooperation

* National center of Research and Development / Institute of bDiY:;gE:LSaf’;i's
usli
Informatics “EKETA/INTHA” (3/4/2018) Y
. : : Blockchain Industry
AB LAB/ University of Peloponnesus (4/4/2018) ntors S
* Digital Governance Research Centre (DGRC) (17/4/2018) Sl
* Proposal Memorandum of Cooperation with IST Blockchain Hub

College(19/4/2018)

Sponsors and
supporters

Academia
* Proposal Memorandum of Cooperation Ministry of Digital

(21/7/2018)
Public sector

* T.E.l of Thessaly (30/7/2018)

* Intelligent Computing Systems Laboratory & Informatics
University of Thessaly (28/1/2019)



Executive human network (ingicative iist

Mellon Technologies EMD
Athens International Airport CIEA
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National Bank of Greece

Attica Bank

Piraeus Bank
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Ministries

Hellenic exchanges
The world bank
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Hellenic
Blockchain
. . = Hub

Dev ecosystem

Proficiency in one of the following languages: Golang
(preferred) or C++ or Java or JavaScript

Strong knowledge of common algorithms and data
structures

Familiarity with basic cryptography

Familiarity with P2P networks

Experience in Ethereum Ecosystem + 7 8
Experience in Solidity

Experience in WEB3

Knowledge of ECR 20 Developers
Knowledge of bitcoin-like blockchains,

Ethereum, Hyperledger, Multichain, HydraChain,
Open Chain IBM Bluemix Blockchain, Chain IOTA



JANUARY - FEBRUARY 2018 MAY 2018
4/5/2018: In cooperation with the Open Greece Foundation

* Actions to establish a non-profit association (OK Greece), a workshop on "Open Data & Blockchain - An
under the name "HELLENIC BLOCKCHAIN" or opportunity to Re-imagine your business?" At the Aristotle
"HELLENIC BLOCKCHAIN HUB“ f— — _ University of Thessaloniki

 Creating a website & presence on social
media (Facebook, Medium, etc.)

REAP R, o g 4 / .
fsaivd Kimo - < open Hellenic
Dot = # Z KNOWLEDGE Blockchain

% #EUBlockchain | > EEC
EU ol . HA. Hob

BLOCKCHAIN

e Start accepting members of H.B.H.  OBSERVATORY Open Data and Blockchains:

b SOEDOL An Opportunity to Re-imagine Your Business?
MARCH 20 18 | ) - , - ; r.@ N-.m @_\ E::T:zx.::,;é:::]:t:t::;::rll:j:v Epevvac, Aprototédeio Navemotipo @zocalovikng, ApgpiBiarpo Il
7/3/2018: Meeting of the founding and active 21/5/2018: Members of H.B.H. Participate in the EU

members of H.B.H. in the Be-finnovative premises of ST CEHNOLE S GRS

the National Bank

22/3/2018: Presentation of H.B. at the 5th Digital JUNE —-JULY 2018

. /‘-\é;_‘g..
Banking Forum 2018 " 21/7/2018: H.B.H. At the "Cloud Event" IBM Workshop at the
Goulandris Museum

CITY CHALLENGE
crowdhackathon #smartcity 2 <2 5ndigital
rop l'gan ing L .
APRIL 2018 A, forum 28-29-30/6/2018 & 1/7/2018: Participation & mentoring of

H.B.H. members in Crowdhackathon #Smartcity 2 of KEDE in

23/4/2018: Election of the Board of Directors & Audit the ISN

Committee H.B.H.

28/4/2018: Participation & support of H.B.H. in Mindspace's 30./6/2018: .BIOCI_(ChainflKids i BIOCkCh?ih WorIfShOp for Young
1st Meetup "Fintech & Blockchain" in Patras Children - Pilot circulation of the 1st digital coin in Greece

qﬁ MU 21/7/2018: Signing a Memorandum of Understanding with
* To Blockehain xai 1 _ Cyprus Blockchain Technologies

ETIIPPON TOL OE KOIVWVia
KOl OIKOVO Hio

CYPRUS

BLOCKCHAaIN

#Blockchain4Kids
RBR G

Embpoc Kanetavang
lubpyog Aapmpuavisng

TECHNOLOGIES




SEPTEMBER 2018

25/9/2018: Open B3 + Blockchain Beer Workshop on BIOS

Blockcham Beer |

Hellenic
Blockchain
. . « Hub

O
&+ =)

@BIOS | 25/0g

#openB3

NOVEMBER 2018

5/11/2018: Participation & support of H.B.H. members At the KEDE

Innovation Lab in ROMANTSO

INNOVATION LAB

KEAE -7 .
OPEN DAY iﬂ!

14-16 / 11/2018: Participation with booths & lectures by H.B.H. at the
"Decentralized 2018" conference of the University of Nicosia
30/11-2 /12/2018: Participation & mentoring in Fintech 3.0 - Hackathon

of National Bank

® 0 o

NBG i-bank
#fintech 3.0 @ e

crowdhackathon

DECEMBER 2018

3/12/2018: Laboratory for the use of Blockchain & DLT Technologies at

SEV-Hellenic Federation of Enterprises offices

MAPATHPHTHPIO
WHOIAKOY METAZXHMATIEMOY

DECENTRALIZED 2018

UNIVERSITY
. J 9 NICOSIA




History of Blockchain
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Blockchain Adoption

2015

Exploration & Investment

2016-2017 2018-2024 2025

Early Adoption Growth Maturity
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Blockchain Slmpllfle

Creates the chain!

_ Immutable,
Decentralized . o Tamper Proof

No Centralized authority

- o
® Disintermediation Y Y

SHAZ56 Encryption

—————————————————————————————————————

4 P ~, ~, \
ST | P
(G g - |
: | . _ : Encryption e
] sender's Receiver's Transaction SHAZS56 | Encrypted
1 address address details Algorithm | output
i 5 Cut Out
[ i _““’_"E_"_iﬂ_j_"i"" ___________ the Middleman
U!iﬂﬂ
;g;;g . Smart Contracts _ ) _ _
The encrypted output is transmitted across the world and DAPPs — vaerIEdger Pu bl IC Or P rlvate

the transaction s added to a block

...a digital, distributed ledger, public or private, on which
transactions or data are interconnected in data blocks.
Using math and cryptography they become virtually
immutable and undisputable from all distributed nodes
that have shared the data...



Fast — Removes Cost - Decentralized - Secure

Blockchain
Everywhere
Securing Digital
Currency - Data -
Securities
providing Trust

A technology that disrupted the
IT landscape in a manner that
was not witnessed since the
advent of the Internet.

Private Markets 6

Debt e
Crowdfunding @

Derivatives

THE BLOCKCHAIN

Intellectual Property




BLOCKCHAIN APPLICATIONS

Automotive
Track truthful, full history of vehicle

from pre-production to sale
Supply chain parts managament
Wills and Inheritances Bankiilgg, Financial, Fintech
Smart contracts to determine validity Streamline payments processing with high efficiency, fast and secure transactions
of will and allocation of inheritances Empower global transactions, tearing down national currency borders
Minimize auditing complexity for any financial ledger
Travel
Passenger Identification, boarding, passport, Charity

Verify Property information, update and decentralize records
Reduce paperwork, digitize transactional processes

Provide more accurate payment for ride, gas, and wear and tear

Medical / Healthcare

Drug Supply Chain Integrity

Patiant Databasas/Indexes on blockchain
Claims Adjudication

Meadical Supply Chain Management
Transparency and Automation within the patient-to-hospital or
patient-to-doctor transactions
Clinical trial provenance - integrity with an auditable trail of data exchange
Efficiency, privacy, and ownership of patient health data

Media

Control of ownership rights
Anti-piracy [ copyright infringament
Use of smart contracts for artist compensationflegal proceadings
Payments processing -- cryptographic, secure, and anti-3rd

party (this opens up content availability internationally)

Marketing

Bypass intermediaries, providing more
cost-effective advertising

Legal

Smart contracts with defined rules, expiration,

and accessibility for relevant parties.

Law Enforcement

Integrity of evidence, resistance to falsification of case data
Documentation of time-stamped, chronological chain of facts

0T

payment, and other documentation digitized and verified Tracking donation allocation, accountability, integrity
Loyalty programs digitization and tracking Reduce overhead and complexity of donation payment processing
Real Estate
Trangparaney within agreaments Cloud S torage
Increased security with a shift from centralized data security to decentralized network
Record, track, transfer land titles . Lmnrtmm:_:ctiumlmsta within a decentralized netwark
Crowdsourcing unuzed cloud storage
Public Transportation/Ride Sharing Commercial Vehicles and Transportation
Streamline public transportation Tracking journey stops; paired with loT to create an immutable
ledger of trip data
] -
Music Streamin Credit Hi
redit History
Prevent lllegal downloading of music
TR e e Make credit reports more accurate, transparent, and accessinle

Cybersecurity

Fight hacking with immutability of ladger

Guaranteas validity with data integrity

No Singla Point of Failure (decrease in IP-based DDoS attack success)

Blockchain

Donations

Provide auditable trail for donations to prevent fraud
Engure erowdfunded campaigns receive denations and
contributors are compensated

' n
) Digitizing, verifying academic credentials
Federated repository of academic information
specific to class, professor, and student
Ene )
Bypass public grids to allow for cheaper,
peer to peer energy transfer
Smart utility metering
Forecasting
Combined with machine learning algorithms, blockchain can
provide a decentralized forecasting tool
Ability for loT applications to contribute transactional data to blockchains Government Eﬁd 'hfoting N —
Implications across industries (trucking/transportation, supply chain integrity, Reduce voter fraud, inefficiencies with verifiable audit trails
Minimlze government fraud, digitize most processes
Insurance Increase accountability and compliance for governmant officials
improve multi-perty contracts Identity validation; integrity of citizen registry data
Streamline risk contract efficlency Gun SHfEt‘(
:tr;‘amli;a claims gif‘udicatmn of sheredd Tracking gun ownership and possession related information
educe disputes with transparency of shared data Tracking criminal ID history and attempts to purchase
Human Resources

Background checks: Verification of identity, employment
history
Payment and banefits process validation - smart contracts



Public Administration & e-Governance

There are more than 200 Initiatives on
blockchain products in public administration and
e-Governance, according to OECD analysis

Blockchain experiments in the public sector are accelerating globally, with a concentration in the US and Europe.
Finland Estonia
Sweden
Denmark Russia
Canada UK _
Isle of Man Ukraine
lllinois _ -
ek Switzerland Georgia
Del :
ENaere Tunisia, China
asda
Texas USPS Senegal UAE South Korea
HHS, FDA Kenya, Nigeria,
Uganda, _
Tanzania Singapore
Brazil
South Africa Australia

Deloitte analysis in conjunction with Fletcher school at Tuft University




Transparent and Open Government Interoperability

Identity Establishing and maintaining identities for citizens and residents (birth certificates, marriage licenses,
visas, death records).

Personal records Interoperable health records, insurance records, etc.

Land title registry Details and historic records related to real estate and property transactions.

Supply chain management, inventorying Tracking an asset from its creation, transportation, purchase, and inventorying.

Benefits, entitlements, and aid Social security, medical benefits payments, domestic and international aid. Anticipatory/automated
payments could be automated through Smart Contracts.

Contract and vendor management Tracking and paying vendors, managing purchase commitments and transactions, and monitoring

schedule performance. Can allow for perfect transparency of government expenditures.

Voting Enabling new methods of digital voting, ensuring eligibility, accurate counting, and auditing (e.g., to
avoid ballot-rigging).
Streamlining interagency processes Blockchains and smart contracts can automate transaction handling and improve information sharing —

allows each agency to better focus on their own mission and tech without as much need to consider
others tech.

m Types of projects (count)*

v 1 Strategy/Research (42)
e
8 2 Identity (Credentials/Licenses/Attestations) (25)
.q
E 3 Personal Records (Health, Financial, etc.) (25)
Q.
e 4 Economic Development (24)
O R
7, 5 Financial Services/Market Infrastructure (20)
)
Q. 6 Land Title Registry (19)
-
= 7 Digital Currency (Central Bank Issued) (18)
o
i ) Benefits/Entitlements (13)
Q.
o 9 Compliance/Reporting (12)
—
10 Research/Standards (12)

Source: OECD analysis of data collected by The lllinois Blockchain Initiative (March 2018)
*|nitiatives may be tagged with more than one type of project. OPSI



Blockchain MAP for the Public Sector

Administration Tuition
fee Fee

Open Public International
| E-Payment | Data budget aid systems
Transparancy & Openness

‘ - Title register

v

A

Registry & ownership ” Cadastral

-I

= Ownership transfer

Blockchain use cases

__— Supply chain
ﬁ ’ | Provenance I-::;';____ FESY

— Product origin
for Public Sector
. Notarization

| Authentication & Integrity I--"—TZ'_:__ . i anr
‘ — Document authenticity

v Digital Identities
| Voting & Participation | Integrity of Access

identity attributes rights
e-Voting i-Voting
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Blockchain in Dubai: Smart cities from concept to reality

Global Blockchain Counsel 2016

Digitize health records on blockchain to provide patients and care providers with secure access to medical data.

Digitize and transfer certificates on blockchain to secure the diamond trade.

Tokenization Transfer titles of illiquid assets on blockchain to increase trade efficiency.

Streamline ID verification to reduce business registration times.

Use blockchain-based wills and contracts to ease transfer of ownership.

.||I|

®

/. HYPERLEDGER

Boost tourism in Dubai through a blockchain-based program that would allow visitors to better earn and spend

loyalty points.

Apply blockchain to trade finance to more effectively exchange goods and the financing for those goods.

‘: ............................... mﬁ ..................... @

100% 1,000 27

Millkon pages of 25'1 gﬂﬂﬂﬁﬂcﬁru{

documents A7 millen kilomatras of
BVENY Ykl travel sach yaar

SR L CHe | FLITURIL T i Ol TEOM

10

TARGET RATE MNEW FIRMS COUNTRIES
Dubal gowernment’s Biockchain to Huge internaticnal
transactions on support 1K icipatio in
Blockchain by 2020 firms by 2020 travel sactor
Sl o LR e Ll e W oy E“WI_E ........................ o =N pa Lk
FAMILIES GEMERATE STHATEGY WILL SAYE




FOOD FOR
Greek Elections 2019 THQUGHT

* Budget for 2019 is about € 75 millions expected to be doubled

e 107,700 bundles of 50(% — AR L5
sheets 7 #

* Costs of envelopes € §,

» 87,000 voting curtains (@

» 106,000 Ballot Boxes céy

o — —

Voting on Blockchai)
* Eliminate physical cd
* Tokenized Anonymovl

* No double voting [l

. N4 "
* |[mmutability &
e Decentralized |

* Speed of results, effi er Voting Estonia

re Japan
* South Korea elections (National Election

Commission and the Ministry of Science and ICT)
Source: in.gr


https://www.in.gr/2019/02/28/greece/ekloges-posa-tha-plirosoume-gia-fakelous-psifodeltia-kalpes-kai-paravan/

Exa mples

Land T|tles
University Degrees

Supply Chain
Birth Certificates

Blockchain Real World Examples

Real life blockchain implementations across
industries in Enterprise level

TAPID

trusted adaptive portable

Technology

" HYPERLEDGER FABRIC

‘5' A
' il

PERMISSION
ISSUER
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Technology

Self-sovereign Identity / KYC
Digital Onboarding

Self Proprietary Onboarding Level of KYC ID tracking Creation of new ID
Full Biometric Selection open Blockchain 512 bit unigue code
s
sErm
b - Tl Personal data storage
12 ) TAPID.

ID creation

Personal Data

:
1
|
: ID link to wallet
1
:
1

HYPERLEDGER

,_
I
I
I
I
|
I
I
I
|
I
I
I
H

QRC/NFC
online matching

Opd 0

Biometric Authentication

ID usage

SOTHEEAUNS _ TAP-IDCADB COMPANY DB

y -=M E LI_ON GDPR and AML 4 compliant

GROUP OF COMPANIES

" EURONOVATE



gemalto’

a Thales company

KYC Mutualization

» Secure access to verified and up-
to-date IDs
» Full data traceability for simpler

auditability

Risk Management

> Extensive web of customer ID
attributes
» Enhanced security for

transactions like wire transfers

R MELLON

GROUP OF COMPANIES

Customer ldentity

Management
» Secure storage and

management of ID attributes
» Seamless user consent

management

Benefits Banks

» Streamline the onboarding process of
new customers and due diligence of

existing ones

» Have access to up to date, accurate,

and reliable data about their customers

> Provide a convenient and secure

ldentity Management service to their

customers

> Limit risk of ID theft and fraud

[¥] [ 1] ]
Attestation Attestation Attestation

D
Attestation

D D
Attestation Attestation

Data Network

cerda

b+

-




Jordan refugee camp that runs on blockchain.
Blockchain helps solve unsolvable problems in authentication and privacy

Building Blocks
Source: MIT Technology Review

Though Bassam may not know
it, his visit to the supermarket
involves one of the first uses of
blockchain for humanitarian

aid.

By letting a machine scan his
iris, he confirmed his identity
on a traditional United Nations
database, queried a family
account kept on a variant of the
Ethereum blockchain by the
World Food Programme (WFP),
and settled his bill without
opening his wallet.



French Court Clerks to Use IBM Blockchain Platform for

Corporate Registry

> HYPERLEDGER FABRIC

~5I

@ Transactlon
(Defining Contracts)
Validating

Entit

~ 3 y
R —}
Transaction

(Invoking Contracts)

LEDGER

PERMISSION
ISSUER

It will be used to record and share information related to:

- the exchanges of regulatory information related to companies' difficulties
- the changes of status of the company registered on the French territory
(change of court office in which a company is registered; change of
corporate names; the addition of a new branch office; or even dissolution
of the business, etc...)

PARIS, March 14, 2019 /PRNewswire/ -- IBM (NYSE: IBM)

3 nd the Nat|ona| COU nC|| Of C|erkS (NCC) https://newsr.oom.ibm.com/2019-03-14-French-Nation.aI-CounciI-of-CIerks-of-CommerciaTI-Courts-announce-the-deployment-

of-a-blockchain-network-developed-by-IBM-to-streamline-the-management-of-commercial-and-corporate-registry



http://www.prnewswire.com/
https://c212.net/c/link/?t=0&l=en&o=2403798-1&h=569338785&u=https://c212.net/c/link/?t%3D0%26l%3Den%26o%3D2372609-1%26h%3D3361320057%26u%3Dhttp://www.ibm.com/investor%26a%3DIBM&a=IBM
https://newsroom.ibm.com/2019-03-14-French-National-Council-of-Clerks-of-Commercial-Courts-announce-the-deployment-of-a-blockchain-network-developed-by-IBM-to-streamline-the-management-of-commercial-and-corporate-registry

Four Recommendations for the Government

1. Monitor Blockchain technology and identify regulatory needs. Since
national regulation has only a limited impact here, a European or better an
international debate on the topic is necessary, as with other digitization
guestions. EU Blockchain Observatory

2. Apply Blockchain technology and develop best practice examples.
Experience can only be gained by testing. The public administration should
therefore analyze its own processes and consider how Blockchain
technology might be implemented within them.

3. Push standardization forward. Currently, the development of Blockchain is
characterized by proprietary interfaces. Standardization, which is urgently
needed, has just begun.

4. Actively shape the further development of Blockchain technology. There
are a number of open questions about the ethical and societal implications
of Blockchain technology. Governments should allocate funding to
research in this area.

EU 2019 Blockchain for Digital Government: An assessment of pioneering implementations in public services
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Blockchain

..is evolving to be viable at scale. Companies
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Consensus
Mechanisms

Transaction
Approval Freq.

Public
Mo centralized management

Permissionless

- Anonymous
- Could be malicious

Proof of Work, Proof of

Stake, etc..
- Large energy consumption

- No Finality
- 51% attack

Long
Bitcoin: 10 min or more

Disruptive

Disruptive in the sense of
disintermediation. No middle
men needed. Unclear what
the business models will be

Consortium
Multiple
Organisations

Permissioned

- Identified
- Trusted

Voting or multi-party consensus
algorithm

- Lighter

- Faster

- Low energy consumption

- Enable Finality

Short
100x msec

Cost Cutting

Can radically reduce transactions
costs. Similar to SAP in the 1990s.
Extreme cost cutting
opportunities. Less data
redundancy, higher transactions
times, more transparency

= Hub

Private
Single
Organisation

Permissioned

- IdentifFied
- Trusted

Voting or multi-party consensus
algorithm

- Lighter

- Faster

- Low energy consumption

- Enable Finality

Short
100x msec

Cosk Cutting

Can radically reduce transactions
costs. Similar to SAP in the 1990s.
Extreme cost cutting
opportunities. Less data
redundancy, higher transactions
times, more transparency

Hellenic
Blockchain

Blockchainhub.net



Blockchain use cases list by industry

Financial

Trading

Deal origination

POs for new securities

Equities

Fixed income

Derivatives trading

Total Return Swaps (TRS)

2" generation derivatives

The race to a zero middle office
Collateral management
Settlements

Payments

Transferring of value

Know your client (KYC)

Anti money laundering

Client and product reference data.
Crowd Funding

Peer-to-peer lending
Compliance reporting

Trade reporting & risk visualizations
Betting & prediction markets

Insurance

Claim filings

MBS/Property payments
Claims processing & admin
Fraud prediction
Telematics & ratings

Media

Digital rights mgmt

Game monetization

Art authentication

Purchase & usage monitoring
Ticket purchases

Fan tracking

Ad click fraud reduction

Resell of authentic assets

Real time auction & ad placements

Computer Science
Micronization of work (pay for
algorithms, tweets, ad clicks, etc.)
Expanse of marketplace
Disbursement of work

Direct to developer payments
API platform plays

Notarization & certification

P2P storage & compute sharing
DNS

Medical

Records sharing
Prescription sharing
Compliance
Personalized medicine
DNA sequencing

Asset Titles

Diamonds

Designer brands

Car leasing & sales

Home Mortgages & payments
Land title ownership

Digital asset records

Government

Voting

Vehicle registration

WIC, Vet, SS, benefits, distribution
Licensing & identification
Copyrights

Identity

Personal

Objects

Families of objects

Digital assets

Multifactor Auth

Refugee tracking

Education & badging
Purchase & review tracking
Employer & Employee reviews

Hellenic
Blockchain
| | | | || HUb

loT

Device to Device payments

Device directories

Operations (e.g. water flow)

Grid monitoring

Smart home & office management
Cross-company maintenance markets

Payments

Micropayments (apps, 402)
B2B international remittance
Tax filing & collection
Rethinking wallets & banks

Consumer

Digital rewards

Uber, AirBNB, Apple Pay
P2P selling, craigslist
Cross company, brand, loyalty tracking

Supply Chain

Dynamic ag commodities pricing
Real time auction for supply delivery
Pharmaceutical tracking & purity
Agricultural food authentication
Shipping & logistics management



GDPR compliance is not about the
technology, it is about how the
technology is used.

Just like there is no Gdpr compliant
Internet, or GDPR-compliant artificial
intelligence algorithm, there is no such
thing as a GDPR-compliant blockchain
technology.

There are only GDPR-compliant use
cases and applications.

Meanwhile, we propose four rule-of-thumb principles that
entrepreneurs and innovators can consider:

1. start with the big picture: how is user value created, how is data
used and do you really need blockchain?

2. avoid storing personal data on a blockchain. make full use of
data obfuscation, encryption and aggregation techniques in order to
anonymise data.

3. collect personal data off-chain or, if the blockchain can’t

be avoided, on private, permissioned blockchain networks. Consider
personal data carefully when connecting private blockchains with
public ones.

4. continue to innovate, and be as clear and transparent as
possible with users.



Web 1.0/ Web 2.0 Blockchain

Data is copied Ownership is transferred

SR

User 1 User?2

Types of data Types of transactions
+ Texts Intangible Tangible Obligations
* Images assets assets
* Videos
e Music « Currency * Real estate « Contracts
* Shares » Goods « Pledges

» Copyrights
« Patents
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